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Plaintiffs look to the past to take action against modern web tracking

As states rapidly enact new consumer privacy legislation, businesses have been working 

tirelessly to comply with extensive new data protection obligations and build out 

compliance programs. Despite the fact that these new state laws lack a private right of 

action for violations associated with online tracking and data sharing, private plaintiffs 

across the country have found creative workarounds, filing a wide range of novel claims 

alleging violations of decades-old privacy laws. These claims seek to expand the reach 

of these older laws to modern technologies, adding a new, dynamic layer to businesses’ 

privacy concerns.

Driving the explosion in litigation are a series of decisions that have given new life to 

claims under state and federal wiretap laws and for violation of state constitutional 

common law privacy rights in the context of common online technologies. As a result, 

private plaintiffs are increasingly bypassing the broad limitations on private rights of 

action common to state consumer privacy laws, and making demands that go beyond, or 

potentially conflict, with the requirements set out in those laws.

For now, many of these actions are relatively novel claims working through lower courts, 

often on preliminary motions. The causes of action and defenses continue to evolve, and 

there remains considerable change and uncertainty as these cases develop. However, 

recent trends suggest that courts are engaging in critical and nuanced evaluations of 

these claims in the context of popular online advertising and communications 

technologies.
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What technologies are the focus of Plaintiffs’ claims?

The key technologies at issue in these cases are online advertising services, social 

media “pixels,” “chatbots,” and “session-replay” technologies commonly used by 

businesses with consumer-facing online services.

 Online advertising, such as display advertising, retargeting, or remarketing services 
often involve the use of consumer profiles that are accessed and distributed among 
myriad companies involved in the ad personalization and bidding process.

 Social media pixels and other integrations allow companies to connect their 
website with social media services to obtain insights about consumer demographics 
and other marketing data and to run targeted marketing campaigns on popular social 
media sites.

 Chatbots are third party tools that companies add to their sites that allow customers 
to seek support, find products, and ask questions.

 Session replay technologies involve the recording of user interactions on sites for 
usage, debugging, and similar analytical purposes, but which may involve creating a 
record of user data entered in form fields, or similar information.

In each case, third party providers operate these technologies and are granted access to 

data relating to the customer’s activity on and other interactions with the business’s 

online services and, in some cases, communications with the business. In the case of 

social media pixels, social media companies may have access to information such as the 

products or content that the user viewed, shopping carts, purchases, and other 

information revealed by ‘tags’ that companies place on their services. Social media sites 

then link this information to a user’s social media profile or other information the platform 

holds about the user, which the business can then use to obtain insights about consumer 

behavior and to target advertising to similar users on social media sites.

What claims are plaintiffs bringing?

To challenge companies’ use of these technologies, plaintiffs are looking to the past, 

bringing challenges under state and federal wiretap acts (telephone privacy), under state 

constitutional or common law privacy (e.g., invasion of privacy, intrusion upon seclusion), 

and the Video Privacy Protection Act (“VPPA”), a relatively obscure 1987 law passed in 

response to the disclosure of supreme court nominee Robert Bork’s video rental history. 

Each of these laws permit private claims and provide for statutory damages, which may 

allow private individuals to bring claims without proof of actual damages.

The federal Wiretap Act (18 USC § 2511) provides a cause of action against “any person 

who … intentionally intercepts … or procures any other person to intercept or 

endeavor to intercept any wire, oral or electronic communication.” Similarly, 

California’s Invasion of Privacy Act (Cal. Pen. Code § 631(a)) “CIPA”) provides a cause 

of action against a person who “attempts to read, or to learn the contents or meaning of 

any message, report, or communication” including anyone “who aids, agrees with, 

employs, or conspires with any person or persons” to engage in such conduct. 

However, both CIPA and the federal wiretap act allow such conduct with the consent of 

3



4


	Plaintiffs look to the past to take action against modern web tracking
	What technologies are the focus of Plaintiffs’ claims?
	What claims are plaintiffs bringing?

	Related People
	Related Capabilities

