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A temporary restraining order (“TRO”) followed by a preliminary injunction is often 

essential for a company to maintain the trade secrets status of its information that is 

being misappropriated. Typically, once the information is widely disseminated it will lose 

its trade secret status, even if such dissemination was done by unlawful means. Thus, 

acting fast to “keep the genie in the bottle” is essential when a company learns that its 

trade secret information may have been misappropriated. A recent TRO victory for 

biotech startup Trilobio, Inc. (“Trilobio”) demonstrates the importance of acting quickly, 

and with credible evidence, to protect confidential information and thwart trade secret 

misappropriation efforts.

On September 9, 2024, Trilobio filed suit against Keoni Gandall (“Gandall”), a former 

Trilobio employee, claiming, inter alia, that he breached his confidentiality agreement 

with the company and misappropriated highly-valuable trade secret information to launch 

his own biotech startup in violation of, inter alia, the Defend Trade Secrets Act (18 U.S.C. 

§§ 1836, et seq.) and California Uniform Trade Secrets Act (Cal. Civ. Code § 3426.1). In 

the Complaint, Trilobio stated it fired Gandall in February 2023 for poor performance. 

Prior to Gandall’s termination, Trilobio alleged Gandall accessed the company’s 

computer systems and data, without permission, and copied large amounts of 

confidential research, code and trade secrets to his personal devices. The trade secrets 

at issue concerned Trilobio’s proprietary methods of using robotics and machine learning 

in synthetic biology to decrease the cost of synthesizing sequences of genetic material 

for medical research, and improve the processes involved in genetic engineering with 

automation. Trilobio claimed Gandall then disclosed its confidential information to third 

parties and marketed its trade secret inventions as his own through his new startup 

company, Nanala LLC (“Nanala”).
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